
 
 
 
 
 

 

 
 
 
 

FriendlyNET® VR2004C/VR2004AC 
Configuration Guide 

LAN to LAN 
 
             
 
 
                  
 
 
 



 2 

LAN-to-LAN VPN setup between two VR2004C/ACs 
with fixed WAN configurations 

 
The following steps will illustrate the way to set up a VPN connection between two 
LANs. The figure below demonstrates a VPN connection between two different LANs. 
In this example, LAN A has a static WAN IP address (from its ISP) of 211.21.69.52, 
and LAN B has a static WAN IP address (from its ISP) of 202.133.249.76. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Setting on Station A: 
 

1. Go to the VR2004C/AC web page (http://192.168.123.254). Fill in the User 
Name as admin. 

 

 

 

WAN: 211.21.69.52 WAN: 202.133.249.76 

IP: 

192.168.123.2~192.168.123.4 

LAN A 

IP: 

192.168.123.2~192.168.123.4 

LAN B 

VR2004C/AC (B) VR2004C/AC (A) 

http://192.168.123.254/
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2. Click on OK to proceed to the main menu. Click on the Setup Wizard. Click 
on the Device IP Settings button. 

 

 
 

Fill in the following: 
  

• IP Address: 192.168.123.254 (default) 
• IP Subnet Mask: 255.255.255.0    

  
After filling in the LAN IP Address and the IP Subnet Mask, click on the Next 
button. 

 
3. Click ISP Settings. If your ISP automatically assigns you a dynamic IP 

address, click the Dynamic IP radio button. If your ISP has assigned you a 
static (fixed) IP address, click the Static IP radio button, and enter the 
required values: 

 
• WAN IP Address (assigned by your ISP). In this example, it is 

211.21.69.52 
• IP Subnet Mask: 255.255.255.0 
• ISP Gateway Address (assigned by your ISP). In this example, it is 

211.21.69.49 
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4. Click VPN Settings. Create a name in the Connection Name field; e.g., A to 
B. 

 

  
 

5. Click add. On the screen that appears, enter the following values: 
 

• Connection Name: A to B 
• Local IPSEC Identifier: Allows you to identify multiple tunnels and does 

not have to match the name used at the other end of the tunnel. May be 
left blank. The default value is Local 
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• Remote IPSEC Identifier: Allows you to identify multiple tunnels and 
does not have to match the name used at the other end of the tunnel. 
May be left blank. The default value is Remote 

• Remote IP Network: 192.168.123.0 
• Remote IP Net mask: 255.255.255.0 
• Remote Gateway IP: 202.133.249.76 
• PreShared Key: 12345678 

 

 
 

6. Click the Save button. The screen will now show the following: 
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7. Click Next. This accesses the Save & Restart page. 

 

    

8. Click the Save & Restart button to save the router’s configuration for Station 
A. When the router’s LED lights stop flashing and the Main Menu appears, the 
router is ready for use. 

 
Setting on Station B: 
 

1. Click Setup Wizard and go to the Device IP Settings page. Enter the 
following values: 
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• IP address: 192.168.123.254 
• IP Subnet Mask: 255.255.255.0 

 

 

 
2. Click Next. 
3. Click ISP Settings. If your ISP automatically assigns you a dynamic IP 

address, click the Dynamic IP radio button. If your ISP has assigned you a 
static (fixed) IP address, click the Static IP radio button, and enter the 
required values: 

 
• WAN IP Address (assigned by your ISP). In this example, it is 

202.133.249.76 
• IP Subnet Mask: 255.255.255.0 
• WAN Gateway IP Address (assigned by your ISP). In this example, it is 

202.133.249.25 
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4. Click Next. 
5. Click VPN Settings. Create a name in the Connection Name field; e.g., B 

to A. 
 

 
 

6. Click add. Enter the following values in the screen that appears: 
 

• Connection Name: B to A 
• Local IPSEC Identifier: Allows you to identify multiple tunnels and does 

not have to match the name used at the other end of the tunnel. May 
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be left blank. The default value is Local 
• Remote IPSEC Identifier: Allows you to identify multiple tunnels and 

does not have to match the name used at the other end of the tunnel. 
May be left blank. The default value is Remote 

• Remote IP Network: 192.168.123.0 
• Remote IP Netmask: 255.255.255.0 
• Remote Gateway IP: 211.21.69.52 
• PreShared Key: 12345678 

 

 
 

7. Click Save. The newly created connection will appear in the table. Click 
Next. 

8. Click Save & Restart and wait until the router finishes its restart process 
and the Main Menu appears. 
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9. Back on Router A, click Device Status. 
 

 
 

10. Click VPN Status. View the VPN Connection Status, as shown below: 
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LAN-to-LAN setup between two VR2004 VPN routers; 
one LAN uses a fixed address, and the other uses 

a dynamic WAN IP address 
 

The following steps will illustrate the way to set up a VPN connection between two 
LANs. The figure below shows an example VPN connection between two different 
LANs (LAN A & LAN B). 
 
• LAN A uses a static WAN IP address to connect to the Internet (211.21.69.52) 
• LAN B uses Point-to-Point Protocol over Ethernet (PPPoE) to connect to the 

Internet 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

WAN: 211.21.69.52 PPPoE 

IP: 
192.168.123.2~192.168.123.4 

LAN A 

IP: 
192.168.123.2~192.168.123.4 

LAN B 

VR2004C/AC (B) VR2004C/AC (A) 
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Setting on LAN A: 
 

1. Go to the VR2004C/AC web page (http://192.168.123.254). Fill in the User 
Name as admin. By default, there is no password. 

 
 

2. Click OK to proceed to the Main Menu. From the Main Menu, click on Setup 
Wizard. Click on Device IP Settings. 

 

 
 

Fill in the following: 
  

• IP Address: 192.168.123.254 
• IP Subnet Mask: 255.255.255.0     

 
3. After entering the LAN IP address and IP subnet mask, click on the Next 

button. 

http://192.168.123.254/
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4. Click ISP Settings. In this example, the ISP assigns a static (fixed) address. 
Therefore, click the Static IP radio button and enter the required values: 

  
• WAN IP address (assigned by your ISP). In this example, it is 

211.21.69.52 
• IP subnet mask: 255.255.255.0 
• ISP gateway address (assigned by your ISP). In this example, it is 

211.21.69.49 

 

 
5. Click VPN Settings. Create a name in the Connection Name field; e.g., A to 

B. 
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6. Click add. In the screen that appears, enter the following values: 
 

• Connection Name: A to B 
• Local IPSEC Identifier: Allows you to identify multiple tunnels and does not 

have to match the name used at the other end of the tunnel. May be left 
blank. The default value is Local 

• Remote IPSEC Identifier: Allows you to identify multiple tunnels and does 
not have to match the name used at the other end of the tunnel. May be 
left blank. The default value is Remote 

• Remote IP Network: 192.168.123.0 
• Remote IP Netmask: 255.255.255.0 
• Remote Gateway IP: 0.0.0.0 
• PreShared Key: 12345678 

 

 
 

7. Click the Save button. The screen will now show the following: 
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8. Click Next. This accesses the Save & Restart page. 
 

 

 
9. Click the Save & Restart button to save the router’s configuration for LAN A. 
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Setting on LAN B: 
 

1. Click Setup Wizard and go to the Device IP Settings page. Enter the 
following values: 

 
• IP address: 192.168.123.254 
• IP Subnet Mask: 255.255.255.0 

 

 

 
2. Click Next. 
3. Click ISP Settings. Click the Dynamic IP radio button. 
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4. Click Next to access the Additional ISP Settings page. Click the 

PPPoE/PPTP Connection radio button. Enter the user name and password, 
making sure to re-enter the password for confirmation. 
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5. Click Next. 
6. Click VPN Settings. Create a name in the Connection Name field; e.g., 

Connection Name: B to A. 
 

 
 

7. Click add. On the screen that appears, enter the following values: 
 

• Connection Name: B to A 
• Local IPSEC Identifier: Allows you to identify multiple tunnels and does not 

have to match the name used at the other end of the tunnel. May be left 
blank. The default value is Local 

• Remote IPSEC Identifier: Allows you to identify multiple tunnels and does 
not have to match the name used at the other end of the tunnel. May be 
left blank. The default value is Remote 

• Remote IP Network: 192.168.123.0 
• Remote IP Netmask: 255.255.255.0 
• Remote Gateway IP: 211.21.69.52 
• PreShared Key: 12345678 
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8. Click Save. The following screen will appear: 

 

 
 

9. Click Next. This will access the Save & Restart page, as follows. 
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10. Click the Save & Restart button to save the configuration for LAN B. 
11. Back in the router on LAN A, click Device Status. 

 

 
 

12. Click VPN Status. The VPN Connection Status is shown: 
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